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1.0 Introduction 
The New Mexico (NM) Human Services Department (HSD) has adopted the Health and Human Services 
(HHS) 2020 vision, a transformational, enterprise-wide approach to the HHS business. HHS 2020 will 
move service delivery from a program-centric approach to a citizen-centric approach. In addition, HSD 
will migrate away from program and technology silos into an integrated, flexible framework that 
supports service delivery and stakeholder interaction across HHS programs and organizations. HHS 2020 
is technology-enabled, but includes rethinking organizational design, redesigning and streamlining 
business processes, and reducing barriers between organizations within the HHS enterprise. Please see 
Section 1: Introduction in Project Management Plan (PMO1) for a detailed Medicaid Management 
Information System Replacement (MMISR) project overview (link provided in Appendix C Section 11.3 of 
this document). 

The NM HSD selected the Spruce-KPMG Team as its MMISR System Integrator (SI) to assess, evaluate, 
design, plan, and develop the integration platform for an information system to coordinate functions 
and operations between multiple agency systems and service modules. 

2.0 Purpose 
As part of the Spruce-KPMG Team Statement of Work (SOW), the Spruce-KPMG Team is providing 
Deliverable Number 12A: Software-as-a-Service (SaaS) Shared Services Designs – Address 
Standardization and Validation (ASV) and Identity Credentials and Access Management (ICAM) – Task 
2.0 – Define Service Enablement Plan for ICAM (SI12A). The purpose of this document is defining the 
service enablement for ICAM. The intended audience for this document includes the HSD-designated 
reviewers of SI12A – SaaS Shared Services Designs – ASV and ICAM – Task 2.0 – Define Service 
Enablement Plan for ICAM as defined in the Resource Needs spreadsheet (link provided in Appendix C 
Section 11.3 of this document). 

3.0 Goal 
The goal of the SI12A – SaaS Shared Services Designs – ASV and ICAM – Task 2.0 – Define Service 
Enablement Plan for ICAM is to define the service enablement of ICAM for use by the MMISR Modules 
and Integration Partners, as applicable. 

4.0 Scope 
Based on the agreed-upon SOW, the scope of the SI12A – SaaS Shared Services Designs – ASV and ICAM 
– Task 2.0 – Define Service Enablement Plan for ICAM deliverable includes:  
 

Table 1 - Deliverable Scope 

Task Item Sub Tasks Description 

2.0 Define Service Enablement Plan for ICAM 

 2.1 Contractor will plan service enablement of ICAM for the MMISR 
Modules and Integration Partners. 
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5.0 Approach 
This deliverable documents the Application Programming Interfaces (APIs) for the ICAM functionality as 
defined by the KPMG Resource Integration Suite-Connected (KRIS-C) ICAM solution. The technical 
information in the document will rely upon using OpenAPI Specification (OAS) as defined by the KRIS-C 
solution. 

6.0 Roles and Responsibilities 
The table below lists the roles and responsibilities specific to the creation and review of this deliverable. 

 
Table 2 - Roles and Responsibilities 

Role  Responsibilities 

SI Deliverable Team  • Conduct deliverable kickoff  

• Develop Deliverable Expectations Document (DED) and obtain 
approval following the established review process  

• Perform the scope of work defined in the contract for the 
deliverable 

• Develop deliverable and coordinate with HSD throughout the 
established review process to address reviewer feedback  

Deliverable Review Team  • Participate in Knowledge Transfer (KT) sessions and provide 
documentation and related information to SI Deliverable Team  

• Participate in deliverable kickoff and draft assessment 
walkthroughs 

• Review deliverable in alignment with the Request for Quote 
(RFQ), proposal, and contract  

Enterprise Project Management 
Office (EPMO)  

• Review the deliverable against the "Deliverable Standards 
Acceptance Criteria" checklist and provide comments, as 
applicable  

Independent Verification and 
Validation (IV&V)  

• Review deliverable in alignment with the RFQ, proposal, and 
contract  

HSD Contract Manager  • Provides notification to the SI Deliverable Team of rejection or 
approval of the deliverable 

• Coordinates the completion of the Deliverable Approval 
Signature Form  

HSD Project Manager (PM)  • Coordinates SME reviews of the deliverable  

• Coordinates the submission and tracking of comments provided 
by reviewers on the deliverable 

• Communicates status of the deliverable to the HSD Contract 
Manager, SI Deliverable Team, Deliverable Review Team, EPMO, 
and IV&V  
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7.0 Risk Mitigation Methods 
To help mitigate risks throughout the deliverable development process, the Spruce-KPMG Team 
maintained consistent and open communication with HSD key resources. The Spruce-KPMG Team and 
NM HSD held routine, collaborative sessions during the ICAM requirement validation process. During 
the ICAM implementation process, the Spruce-KPMG Team will continue to collaborate with the HSD 
team to manage implementation processes. 

8.0 Assumptions/Constraints/Risks 
This section documents any assumptions made, constraints considered, and risks identified that affected 
the development of the deliverable. 

 Assumptions 

• All APIs documented in Section 10.0 may not be leveraged by MMISR Modules or Integration 
Partners, due to the fact that the current scope of the ICAM solution is limited to 
organizational/internal users. 

• The APIs for ICAM will be RESTful services and MMISR Modules and Integration Partners should 
support using RESTful services. 

• The APIs will use JavaScript Object Notation (JSON) for the payload and MMISR Modules and 
Integration Partners should support using JSON payloads. 

 Constraints 

• None identified at this time. 

 Risks 

• None identified at this time. 

9.0 KRIS-C API – Authorization Requirements 
The RESTful APIs will use OAuth ID authentication and authorization implementation from the system 
integration platform (SIP) ICAM implementation.  

10.0 NM HSD – OpenAPI Specification 
This section provides the high-level functional and technical overview of the ICAM APIs provided by the 
KRIS-C solution for MMISR Modules and Integration Partners and details for use and integration with the 
ICAM API. 

 Functional Overview 

ICAM APIs can be utilized by MMISR Modules and Integration Partners to integrate with the ICAM 
system. ICAM OpenAPI specification document is available to partners and modules, which can be 
leveraged to build client APIs. 
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 All Applications (GET) 

The Application API is used to get all applications based on the application type. The following tables list 
the output fields and response values, respectively. 

 
Table 3 – Input Fields 

Input Field Description 
Type Type of application 

 

 
Table 4 – Output Fields 

Output Field Description 

ID Application ID 

Rev Relevant ID 

Name Name of the application 
Roles Roles of the application 

Objects Objects used in the application 

Environment Environment where the role plays 
IDM Roles Identity Management (IDM) roles of the application 

 
Table 5 – Response Values 

Response Description 

Status: 200 
OK (success!) - A JSON array containing all applications. 

Status: 400 
Bad Request (Malformed Payload) - Inputs from the request could 
not be interpreted. 

Status: 401 
Unauthorized - The credentials were provided incorrectly or did not 
match any existing, active credentials. 

Status: 402 
Payment Required - There is no active subscription for the account 
associated with the credentials submitted with the request. 

Status: 403 
Forbidden - The international service is currently in a limited release 
phase; only approved accounts may access the service. Please 
contact us for your account to be granted access. 

Status: 422 
Unprocessable Entity - A GET request lacked required fields. 

Status: 429 
Unprocessable Entity - A GET request lacked required fields. 
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Response Description 

Status: 504 
Gateway Timeout - The upstream data provider did not respond in a 
timely fashion and the request failed. A serious, yet rare occurrence 
indeed. 

 

 All Roles (GET) 

This All Roles (GET) API is used to get all roles information. The following tables list the output fields and 
response values, respectively. Please note that this API doesn’t take any parameters. 

 
Table 6 – Output Fields 

Output Field Description 
ID Role ID of the application 

Rev Relevant ID 

Name Role name 
Description Description of the role 

 
Table 7 – Response Values 

Response Description 

Status: 200 
OK (success!) - A JSON array containing all applications. 

Status: 400 
Bad Request (Malformed Payload) - Inputs from the request could not be 
interpreted. 

Status: 401 
Unauthorized - The credentials were provided incorrectly or did not 
match any existing, active credentials. 

Status: 402 
Payment Required - There is no active subscription for the account 
associated with the credentials submitted with the request. 

Status: 403 
Forbidden - The international service is currently in a limited release 
phase; only approved accounts may access the service. Please contact us 
for your account to be granted access. 

Status: 422 
Unprocessable Entity - A GET request lacked required fields. 

Status: 429 
Unprocessable Entity - A GET request lacked required fields. 

Status: 504 
Gateway Timeout – The upstream data provider did not respond in a 
timely fashion and the request failed. A serious, yet rare occurrence 
indeed. 

 

 All Users (GET) 

This ALL Users (GET) API is used to GET all user information. The following tables list the output fields 
and response values, respectively. Please note that this API doesn’t take any parameters. 
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Table 8 – Output Fields 

Output Field Description 

ID Role ID 
Rev Relevant ID 

Username String 

Prefix Description of the role 

Surname String 
Middle initial Middle Initial 

Given Name Given name 

Suffix Suffix of the user 
Mail Mail ID of the user 

User type User type  

Krisguid String 

krisstatus String 

business phone Phone Number 

Business phone ext Phone Number EXT 

Account Status Account Status  
Member of Division Names Division names 

Member of Org Names Organization names 

Effective Roles Roles of the user 

Effective Assignments Assignments added to the user 
Admin of provider ID’s Admin provider’s ID 

Admin of provider Names Admin provider’s Names 

Member of provider ID’s Member of provider ID 
Member of provider names Member of provider Names 

 
Table 9 – Response Values 

Response Description 

Status: 200 
OK (success!) - A JSON array containing all applications. 

Status: 400 
Bad Request (Malformed Payload) - Inputs from the request could not be 
interpreted. 

Status: 401 
Unauthorized - The credentials were provided incorrectly or did not 
match any existing, active credentials. 

Status: 402 
Payment Required - There is no active subscription for the account 
associated with the credentials submitted with the request. 

Status: 403 
Forbidden - The international service is currently in a limited release 
phase; only approved accounts may access the service. Please contact us 
for your account to be granted access. 

Status: 422 
Unprocessable Entity - A GET request lacked required fields. 

Status: 429 
Unprocessable Entity - A GET request lacked required fields. 

Status: 504 
Gateway Timeout – The upstream data provider did not respond in a 
timely fashion and the request failed. A serious, yet rare occurrence 
indeed. 
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 Application AppID (GET) 

This Application APP ID (GET) is used to get the application information. The following tables list the 
input fields, output fields, and response values, respectively. 

Table 10 – Input Fields 

Input Field Description 

appID Get application by ID 

 
Table 11 – Output Fields 

Output Field Description 

ID Application ID of the application 
Rev Relevant ID 

Name Name of the application 

Roles Roles added to the application 

Objects String 
Environment Environment where the role plays 

IDM Roles IDM roles added to the application 

 
Table 12 – Response Values 

Response Description 

Status: 200 
OK (success!) - A JSON array containing zero (0) or more application match 
for the input provided with the request. If none of the submitted provider is 
found, the array will be empty ([]). 

Status: 400 
Bad Request (Malformed Payload) - Inputs from the request could not be 
interpreted. 

Status: 401 
Unauthorized - The credentials were provided incorrectly or did not match 
any existing, active credentials. 

Status: 402 
Payment Required - There is no active subscription for the account 
associated with the credentials submitted with the request. 

Status: 403 
Forbidden - The international service is currently in a limited release phase; 
only approved accounts may access the service. Please contact us for your 
account to be granted access. 

Status: 422 
Unprocessable Entity - A GET request lacked required fields. 

Status: 429 
Unprocessable Entity - A GET request lacked required fields. 

Status: 504 
Gateway Timeout – The upstream data provider did not respond in a timely 
fashion and the request failed. A serious, yet rare occurrence indeed. 
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 ApplicationappName (GET) 

The Application app Name Get API is used to get all app relevant information. The following tables list 
the input fields, output fields, and response values, respectively. 

Table 13 – Input Fields 

Input Field Description 

appID String 
 

Table 14 – Output Fields 

Output Field Description 

ID Application ID 

Rev Relevant ID 

Name Name of the application 

Roles Roles added to the application 

Objects Objects added to the application 

Environment Environment where the role plays 
IDM Roles IDM roles 

 
Table 15 – Response Values 

Response Description 

Status: 200 
OK (success!) - A JSON array containing zero (0) or more application 
match for the input provided with the request. If none of the submitted 
provider is found, the array will be empty ([]). 

Status: 400 
Bad Request (Malformed Payload) - Inputs from the request could not be 
interpreted. 

Status: 401 
Unauthorized - The credentials were provided incorrectly or did not 
match any existing, active credentials. 

Status: 402 
Payment Required - There is no active subscription for the account 
associated with the credentials submitted with the request. 

Status: 403 
Forbidden - The international service is currently in a limited release 
phase; only approved accounts may access the service. Please contact us 
for your account to be granted access. 

Status: 422 
Unprocessable Entity - A GET request lacked required fields. 

Status: 429 
Unprocessable Entity - A GET request lacked required fields. 

Status: 504 
Gateway Timeout - The upstream data provider did not respond in a 
timely fashion and the request failed. A serious, yet rare occurrence 
indeed. 

 

 Create User (POST) 

This Create User API is used to create the user. The following tables list the Request Body fields and 
response values respectively. 
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Table 16 – Request Body Fields 

Request Body Fields Description 
username Username of the user 

Prefix Prefix of the user 

Surname Last Name of the user 
Middle Name Middle Name of the user 

Given Name Given Name of the user 

Suffix Suffix of the user 

Mail Mail attribute of the user 
User type User type  

KrisGuid KRIS GUID of the user 

Krisstatus KRIS user status of the user 
Business phone Business Contact of the user 

Business phone ext Business contact EXT of the user 

 
Table 17 – Response Values 

Response Description 

Status: 200 The newly created user record. 

Status: 400 
Bad Request (Malformed Payload) - Inputs from the request could not be 
interpreted. 

Status: 401 
Unauthorized - The credentials were provided incorrectly or did not 
match any existing, active credentials. 

Status: 402 
Payment Required - There is no active subscription for the account 
associated with the credentials submitted with the request. 

Status: 403 
Forbidden - The international service is currently in a limited release 
phase; only approved accounts may access the service. Please contact us 
for your account to be granted access. 

Status: 422 
Unprocessable Entity - A GET request lacked required fields. 

Status: 429 
Unprocessable Entity - A GET request lacked required fields. 

Status: 504 
Gateway Timeout – The upstream data provider did not respond in a 
timely fashion and the request failed. A serious, yet rare occurrence 
indeed. 

 

 Organization Name (GET) 

This API is used for Get Organizations by name. The following tables list the input fields, output fields 
and response values respectively. 

Table 18 – Input Fields 

Input Field Description 

Name Organization Name  
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Table 19 – Output Fields 

Output Field Description 
Array Organization Object  

 
Table 20 – Response Values 

Response Description 

Status: 200 

 

OK (success!) - A JSON array containing zero (0) or more organization 
match for the input provided with the request. If none of the submitted 
role is found, the array will be empty ([]) 

Status: 400 
Bad Request (Malformed Payload) - Inputs from the request could not be 
interpreted 

Status: 401 
Unauthorized - The credentials were provided incorrectly or did not 
match any existing, active credentials 

Status: 402 
Payment Required - There is no active subscription for the account 
associated with the credentials submitted with the request. 

Status: 403 
Forbidden - The international service is currently in a limited release 
phase; only approved accounts may access the service. Please contact us 
for your account to be granted access. 

Status: 422 
Unprocessable Entity - A GET request lacked required fields. 

Status: 429 
Unprocessable Entity - A GET request lacked required fields. 

Status: 504 
Gateway Timeout - The upstream data provider did not respond in a 
timely fashion and the request failed. A serious, yet rare occurrence 
indeed. 

 

 Organization (POST) 

The Organization API is used to create an organization. The following tables list the request body fields 
and response values, respectively. 

Table 21 – Output Fields 

Request Body Field Description 
Name Name of the organization 

Description Description of the organization 

 
Table 22 – Response Values 

Response Description 

Status: 200 OK (success!) - A JSON array containing zero (0) or more address matches 
for the input provided with the request. If none of the submitted 
addresses validate, the array will be empty ([]). 

Status: 400 Bad Request (Malformed Payload) - Inputs from the request could not be 
interpreted. 
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Response Description 
Status: 401 Unauthorized - The credentials were provided incorrectly or did not 

match any existing, active credentials. 

Status: 402 Payment Required - There is no active subscription for the account 
associated with the credentials submitted with the request. 

Status: 403 Forbidden - The international service is currently in a limited release 
phase; only approved accounts may access the service. Please contact us 
for your account to be granted access. 

Status: 422 Unprocessable Entity - A GET request lacked required fields. 

Status: 429 Unprocessable Entity - A GET request lacked required fields. 

Status: 504 Gateway Timeout – The upstream data provider did not respond in a 
timely fashion and the request failed. A serious, yet rare occurrence 
indeed. 

 

 Role Info Role ID (GET) 

The RoleinforoleID API is used to get the role information of the application. The following tables list the 
input fields, output fields, and response values, respectively. 

 
Table 23 – Input Fields 

Input Field Description 

RoleID Role ID of the application 

 
Table 24 – Output Fields 

Output Field Description 

ID Role ID of the application 
Rev This attribute contains (Relevant ID) 

Name Name Of the Role 

Description Description of the role 

 
Table 25 – Response Values 

Response Description 

Status: 200 

 

OK (success!) - A JSON array containing zero (0) or more role match for 
the input provided with the request. If none of the submitted role is 
found, the array will be empty ([]). 

Status: 400 
Bad Request (Malformed Payload) - Inputs from the request could not be 
interpreted. 

Status: 401 
Unauthorized - The credentials were provided incorrectly or did not 
match any existing, active credentials. 

Status: 402 
Payment Required - There is no active subscription for the account 
associated with the credentials submitted with the request. 



Deliverable – SI12A SaaS Shared Services Designs – ASV and ICAM – Task 3.0 – Define Service 
Enablement Plan for ICAM 

17 

Proprietary and Confidential. For State of New Mexico Use Only - Not for Reproduction or Distribution. 

 

Response Description 

Status: 403 
Forbidden - The international service is currently in a limited release 
phase; only approved accounts may access the service. Please contact us 
for your account to be granted access. 

Status: 422 
Unprocessable Entity - A GET request lacked required fields. 

Status: 429 
Unprocessable Entity - A GET request lacked required fields. 

Status: 504 

 

Gateway Timeout - The upstream data provider did not respond in a 
timely fashion and the request failed. A serious, yet rare occurrence 
indeed. 

 

 Role Info Role Name (GET) 

This RoleInfoRolename API is used to get ID and information of the role. The following tables list the 
input fields, output fields and response values, respectively. 

 
Table 26 – Input Fields 

Output Field Description 

roleName Name of the role 

 
Table 27 – Output Fields 

Output Field Description 

ID Role ID information 

Rev This attribute contains (Relevant ID) 
Name Name Of the Role 

Description Description of the role 

 
Table 28 – Response Values 

Response Description 

 Status: 200 

 

OK (success!) - A JSON array containing zero (0) or more role match for 
the input provided with the request. If none of the submitted role is 
found, the array will be empty ([]). 

 Status: 400 
Bad Request (Malformed Payload) - Inputs from the request could not be 
interpreted. 

 Status: 401 
Unauthorized - The credentials were provided incorrectly or did not 
match any existing, active credentials. 

Status: 402 
Payment Required - There is no active subscription for the account 
associated with the credentials submitted with the request. 

Status: 403 

 

Forbidden - The international service is currently in a limited release 
phase; only approved accounts may access the service. Please contact us 
for your account to be granted access. 

Status: 422 
Unprocessable Entity – A GET request lacked required fields. 
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Status: 429 
Unprocessable Entity -A GET request lacked required fields. 

Status: 504 
Gateway Timeout – The upstream data provider did not respond in a 
timely fashion and the request failed. A serious, yet rare occurrence 
indeed. 

 

 Update User (POST) 

The UpdateUser API is used to update the user details. The following tables list the Request Body fields 
and response values, respectively. 

Table 29 – Output Fields 

Request Body 
Field 

Description 

InputTransactionID Transaction ID information 

Partner ID Partner ID for the information 

Partner Name Partner Name of the application 
Integration Integration ID of the application 

Integration Name Integration Name of the application 

Application ID Application ID of the application 

Application Name Application Name of the application 

 
Table 30 – Response Values 

Response Description 

Status: 200 The newly created user record. 

Status: 400 
Bad Request (Malformed Payload), Inputs from the request could not be 
interpreted. 

Status: 401 
Unauthorized The credentials were provided incorrectly or did not 
match any existing, active credentials. 

Status: 402 
Payment Required, there is no active subscription for the account 
associated with the credentials submitted with the request. 

Status: 403 
Forbidden, Because the international service is currently in a limited 
release phase, only approved accounts may access the service. Please 
contact us for your account to be granted access. 

Status: 422 
Unprocessable Entity, A GET request lacked required fields. 

Status: 429 
Unprocessable Entity, A GET request lacked required fields. 

Status: 504 
Gateway Timeout, our own upstream data provider did not respond in a 
timely fashion and the request failed. A serious, yet rare occurrence 
indeed. 
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 UserByName(GET) 

The Userbyname API is used to get the full user details. The following tables list the input fields, output 
fields, and response values, respectively. 

Table 31 – Input Fields 

Input Field Description 

First Name First Name of the user 

LastName LastName of the user 

 
Table 32 – Output Fields 

Output Field Description 

ID User ID 
REV This attribute contains (Relevant ID) 

username Username  

Prefix String 

Surname Surname 
Middle Initial Middle Name 

Given Name Given name of the user 

Suffix String 

Mail Mail ID of the User 

User type Type of the user 

KrisGuid KRIS Guid 

Kris Status Status of the user Active/ not active 
Business Phone Contact of the user 

Business Phone EXT Ext of the user 

Account Status Account status of the user 
Member of division names Member Names 

Member of Org Names Member organization names 

Effective Roles Roles of the application 

Effective Assignments Assignments added to the application 

Admin of provider ID’s Admin Provider ID 

Admin of Provider Names Admin Names 

Member of provider ID’s Member ID 
Member of provider names Member Provider Names 

Preferences Admin ID 

 
Table 33 – Response Values 

Response Description 

Status: 200 

 

OK (success!) - A JSON array containing zero (0) or more users match for 
the input provided with the request. If none of the submitted user is 
found, the array will be empty ([]). 

Status: 400 
Bad Request (Malformed Payload) - Inputs from the request could not be 
interpreted. 
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Response Description 

Status: 401 
Unauthorized - The credentials were provided incorrectly or did not 
match any existing, active credentials. 

Status: 402 
Payment Required - There is no active subscription for the account 
associated with the credentials submitted with the request. 

Status: 403 

 

Forbidden - The international service is currently in a limited release 
phase; only approved accounts may access the service. Please contact us 
for your account to be granted access. 

Status: 422 
Unprocessable Entity - A GET request lacked required fields. 

Status: 429 
Unprocessable Entity - A GET request lacked required fields. 

Status: 504 
Gateway Timeout - The upstream data provider did not respond in a 
timely fashion and the request failed. A serious, yet rare occurrence 
indeed. 

 

  UserID (GET) 

The UserID API is used to get all the user details. The following tables list the input fields, output fields, 
and response values, respectively. 

 
Table 34 – Input Fields 

Input Field Description 

ID User ID details 

 
Table 35 – Output Fields 

Output Field Description 

ID User ID 
REV Relevant ID 

username Username  

Prefix Prefix of the username 
Surname Surname Of the user 

Middle Initial Middle Name of the user 

Given Name Given Name of the user 

Suffix Suffix of the user 
Mail Mail ID of the user 

User type Type of the user 

KrisGuid KRIS GUID of the user 
Kris Status KRIS user status 

Business Phone Business phone of the user 

Business Phone EXT Business Phone ext of the user 
Account Status Account Status of the user 

Member of division names Member division 

Member of Org Names Organization names 
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Effective Roles Roles  
Effective Assignments Assignments of the user 

Admin of provider ID’s Admin Provider ID’s 

Admin of Provider Names Admin Provider Names 

Member of provider ID’s Provider’s ID 
Member of provider names Member provider names 

Preferences Admin ID 

 
Table 36 – Response Values 

Response Description 

Status: 200 

 

OK (success!) - A JSON array containing zero (0) or more users matches 
for the input provided with the request. If none of the submitted user is 
found, the array will be empty ([]). 

Status: 400 
Bad Request (Malformed Payload) - Inputs from the request could not be 
interpreted. 

Status: 401 
Unauthorized - The credentials were provided incorrectly or did not 
match any existing, active credentials. 

Status: 402 
Payment Required - There is no active subscription for the account 
associated with the credentials submitted with the request. 

Status: 403 

 

Forbidden - The international service is currently in a limited release 
phase; only approved accounts may access the service. Please contact us 
for your account to be granted access. 

Status: 422 
Unprocessable Entity - A GET request lacked required fields. 

Status: 429 
Unprocessable Entity - A GET request lacked required fields. 

Status: 504 

 

Gateway Timeout - The upstream data provider did not respond in a 
timely fashion and the request failed. A serious, yet rare occurrence 
indeed. 

 

  User Last name (GET) 

The Userlastname API is used to update the last name of the user. The following tables list the input 
fields, output fields, and response values, respectively. 

 
Table 37 – Input Fields 

Input Field Description 

Last Name Last Name of the User 

 
Table 38 – Output Fields 

Output Field Description 

ID User ID  

REV Relevant ID 
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Output Field Description 
username Username 

Prefix Prefix of the user 

Surname Surname of the user 

Middle Initial Middle name of the user 
Given Name Given Name of the user 

Suffix Suffix of the user 

Mail Mail ID of the user 
User type User type 

KrisGuid KRIS GUID of the user 

Kris Status KRIS Status of the user 

Business Phone Business contact of the user 
Business Phone EXT Business phone of the user 

Account Status Account status of the user 

Member of division names Member of division names 

Member of Org Names Member of Org Names 

Effective Roles Roles of the user 

Effective Assignments Effective Assignments 

Admin of provider ID’s Admin of provider ID’s 
Admin of Provider Names Admin of Provider Names 

Member of provider ID’s Member of provider ID’s 

Member of provider names Member of provider names 
Preferences Admin ID 

 
Table 39 – Response Values 

Response Description 

Status: 200 

 

OK (success!) - A JSON array containing zero (0) or more users matches 
for the input provided with the request. If none of the submitted user is 
found, the array will be empty ([]). 

Status: 400 
Bad Request (Malformed Payload) - Inputs from the request could not be 
interpreted.  

Status: 401 
Unauthorized - The credentials were provided incorrectly or did not 
match any existing, active credentials. 

Status: 402 
Payment Required - There is no active subscription for the account 
associated with the credentials submitted with the request. 

Status: 403 

 

Forbidden - The international service is currently in a limited release 
phase; only approved accounts may access the service. Please contact us 
for your account to be granted access. 

Status: 422 
Unprocessable Entity - A GET request lacked required fields. 

Status: 429 
Unprocessable Entity - A GET request lacked required fields. 

Status: 504 

 

Gateway Timeout - The upstream data provider did not respond in a 
timely fashion and the request failed. A serious, yet rare occurrence 
indeed. 
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 User username (GET) 

The Userusername API is used to get the full user details of the user. The following tables list the input 
fields, output fields, and response values, respectively. 

 
Table 40 – Input Fields 

Input Field Description 

Username String 

 
Table 41 – Output Fields 

Output Field Description 

ID ID of the user 
REV Relevant ID 

username Username 

Prefix Prefix of the user 

Surname Surname of the user 
Middle Initial Middle name of the user 

Given Name Given name of the user 

Suffix Suffix of the user 

Mail Mail ID of the user 

User type Type of the user 

KrisGuid KRIS GUID of the user 

Kris Status KRIS status of the user 
Business Phone Business phone of the user 

Business Phone EXT Phone ext of the user 

Account Status Account status of the user 
Member of division names Member of division names 

Member of Org Names Member of Org Names 

Effective Roles Effective Roles of the user 

Effective Assignments Effective Assignments of the user 

Admin of provider ID’s Admin of provider IDs of the user 

Admin of Provider Names Admin of Provider Names of the user 

Member of provider ID’s Member of provider IDs of the user 
Member of provider names Member of provider names of the user 

Preferences Admin ID 

 
Table 42 – Response Values 

Response Description 

Status: 200 

 

OK (success!) - A JSON array containing zero (0) or more users matches 
for the input provided with the request. If none of the submitted user is 
found, the array will be empty ([]). 

Status: 400 
Bad Request (Malformed Payload) - Inputs from the request could not be 
interpreted. 
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Response Description 

Status: 401 
Unauthorized - The credentials were provided incorrectly or did not 
match any existing, active credentials. 

Status: 402 
Payment Required - There is no active subscription for the account 
associated with the credentials submitted with the request. 

Status: 403 
Forbidden - The international service is currently in a limited release 
phase; only approved accounts may access the service. Please contact us 
for your account to be granted access. 

Status: 422 
Unprocessable Entity - A GET request lacked required fields. 

Status: 429 
Unprocessable Entity - A GET request lacked required fields. 

Status: 504 
Gateway Timeout - The upstream data provider did not respond in a 
timely fashion and the request failed. A serious, yet rare occurrence 
indeed. 

 

 Technical Overview 

The Spruce-KPMG Team will rely upon OpenAPI Specification (OAS) version 3.0.3 to define the 
synchronous RESTful API interfaces. These specifications allow the discovery and understanding of the 
capabilities of the services to consumers. An OpenAPI document will be created according to the OAS in 
the YAML Ain’t Markup Language (YAML) format, and this document will allow consumers to view the 
RESTful service, generate supporting client code, implement the service client code, test, and other 
functions. The Spruce-KPMG Team will use a similar, standard-based process to create the API. 

The ICAM APIs are defined by OpenAPI Specification (OAS) version 3.0.3 which is linked in Appendix C: 
Referenced Documents.  

11.0 Appendices 

 Appendix A: Deliverable Record of Changes 

The deliverable will include a record of changes in the following form: 
 

Table 43 - Deliverable Record of Changes 

Version Number Date Author/Owner Description of Change 

0.1 7/15/2022 Spruce-KPMG Team The initial draft for internal review 

1.0 7/22/2022 Spruce-KPMG Team Initial draft submitted to NM 
Deliverable Review Team 

2.0 8/12/2022 Spruce-KPMG Team Final draft submitted to NM 
Deliverable Review Team 
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 Appendix B: List of Acronyms 

A list of project-specific acronyms is maintained on the MMISR SharePoint site. 

 
Table 44 - List of Acronyms 

Acronym Definition 

API Application Programming Interface 

ASV Address Standardization and Validation 

DED Deliverable Expectations Document 

EPMO Enterprise Project Management Office 

HHS Health and Human Services 
HSD Human Service Department 

ICAM Identity Credentials and Access Management 

IDM Identity Management 

IV&V Independent verification and Validation 

JSON JavaScript Object Notation 

KRIS-C KPMG Resource Integration Suite - Connected 

KT Knowledge Transfer 
MMISR Medicaid Management Information System Replacement 

NM New Mexico 

OAS OpenAPI Specification 
PM Project Manager 

REST Representational State Transfer 

RFQ Request for Quote 

SaaS Software-as-a-Service 

SI System Integrator 

SIP System Integration Platform 

SME Subject Matter Expert 
SOW Statement of Work 

YAML YAML Ain’t Markup Language 

 Appendix C: Referenced Documents 

Upon contract award, the selected vendor will be provided access to additional information, as needed. 
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