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1.0 Introduction 
The New Mexico (NM) Human Services Department (HSD) has adopted the Health and Human Services 
(HHS) 2020 vision, a transformational, enterprise-wide approach to the health and human services 
business. HHS 2020 will move service delivery from a program-centric approach to a citizen-centric 
approach. In addition, HSD will migrate away from program and technology silos into an integrated, 
flexible framework that supports service delivery and stakeholder interaction across HHS programs and 
organizations. HHS 2020 is technology-enabled but includes rethinking organizational design, 
redesigning and streamlining business processes, and reducing barriers between organizations within 
the HHS enterprise. Please see Section 1: Introduction in Project Management Plan (PMO1) for a 
detailed Medicaid Management Information System Replacement (MMISR) project overview (link 
provided in Appendix C Section 14.3 of this document). 

The NM HSD selected the Spruce-KPMG Team as its MMISR System Integrator (SI) to assess, evaluate, 
design, plan, and develop the integration platform for an information system to coordinate functions 
and operations between multiple agency systems and service modules.  

2.0 Purpose 
As part of the Spruce-KPMG Team Statement of Work (SOW), the Spruce-KPMG Team is providing 
Deliverable Number 12A: Software-as-a-Service (SaaS) Shared Services Designs – Address 
Standardization and Validation (ASV) and Identity, Credential, and Access Management (ICAM) – Task 
1.0 – Functional Requirements and Configuration Plan for MMISR Use of ICAM (SI12A). The purpose of 
this document is to provide the design for the ICAM solution per the functional and non-functional 
requirements captured during the requirement gathering sessions with the HSD team. The document 
describes the functional, logical, and integration design of the ICAM solution, along with the 
configuration plan for the ICAM components.  

Additionally, this document provides the KMPG Resource Integration Suite-Connected (KRIS-C) 
Application Programming Interface (API) catalog and specifications for ICAM. The ICAM solution will be 
established as a shared service as part of the system integration platform (SIP) used by MMISR Modules 
and Integration Partners. The SIP will have the capability to uniquely identify a user, authenticate, and 
authorize access to the integrated applications based on the user’s identity through the ICAM solution. 
The ICAM solution serves the provisioning, de-provisioning, delegated administration, password 
management, authentication, multi-factor authentication (MFA), federation, and coarse-grained 
authorization functions. The coarse-grained authorization is made at the perimeter of the network and 
the fine-grained authorization is managed by the role-based access policies defined within each of the 
applications. 

This document contains details specific to the ICAM solution to be implemented for streamlining the 
user experience with respect to the above stated functions for the HSD Organizational Users that access 
the MMISR applications, and the MMISR Modules and Integration Partner applications based on their 
job functions or need.  

The intended audience for this document is the HSD-designated reviewers of SI12A – SaaS Shared 
Services Designs – ASV and ICAM – Task 1.0 – Functional Requirements and Configuration Plan for 
MMISR Use of ICAM as defined in the Resource Needs spreadsheet (link provided in Appendix C Section 
14.3 of this document). 
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3.0 Goal 
The goal of the SI12A – SaaS Shared Services Designs – ASV and ICAM – Task 1.0 – Functional 
Requirements and Configuration Plan for MMISR Use of ICAM deliverable is to create the plan and 
design for the ICAM solution to be implemented as part of the SIP being built to support the MMISR 
Modules and Integration Partners. This deliverable informs our future deliverables, specifically the 
platform design, development, and implementation (DDI) deliverables related to establishing the ICAM 
solution for the enterprise SIP.  

The ICAM solution will provide the following functions to address the needs of the users of the MMISR 
Modules and Integration Partners: 

• Identity Management Life Cycle 

• Internal User Synchronization  

• Internal User Administration 

• Internal User Self-Service 

• Role Management 

• Access Management Life Cycle 

• User Identification 

• User Authentication and Coarse-Grained Authorization 

• Single Sign On and Single Log Out 

• Audit and Logging 

4.0 Scope 
Based on the agreed-upon SOW, the scope of the SI12A – SaaS Shared Services Designs – ASV and ICAM 
– Task 1.0 – Functional Requirements and Configuration Plan for MMISR Use of ICAM deliverable 
includes:  
 

Table 1 – Deliverable Scope 

 Task Item  Sub Tasks  Description 

1.0 Establish the functional requirements and configuration plan for MMISR use of ICAM 

 1.1 The Contractor will review with the Procuring Agency the ICAM API 
catalog and specifications for ICAM. 

 1.2 The Contractor will conduct alignment sessions to identify functional 
requirements and configuration needs for: 

Expected use and interaction by internal MMISR users 

How MMISR functional needs are provided by the SIP 

Input, output, security, and other operational parameters 

Error handling and logging to be configured for NM 

Functional integration with the selected Procuring Agency AD resource 

 1.3 Publish the MMISR functional requirements and configuration plan for 
ICAM. 

Decisions and clarifications relative to the scope of this deliverable will be documented in the MMISR 
Decision Log on SharePoint: MMISR – Decisions – All Items (sharepoint.com) (link provided in Appendix 
C Section 11.3 of this document). 
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5.0 Approach 
The Spruce-KPMG Team developed this deliverable based on HSD requirement and design workshops, 
product leading practices, industry standards, our previous experience, our assessment 
recommendations, and common definitions.  

5.1 Standards and Guidelines 

This design document outlines any considerations or guidelines provided by the HSD team for the SI12A 
– SaaS Shared Services Designs – ASV and ICAM – Task 1.0 – Functional Requirements and Configuration 
Plan for MMISR Use of ICAM and is based on the conversations held during the requirements and design 
sessions. The ICAM solution shall: 

• Leverage the NM HSD Department of Information Technology (DoIT) Azure Active Directory (AD) 
system that is integrated with the ICAM solution for authentication of Organizational Users. 

• Leverage the ForgeRock application for coarse-grained authorization of Organizational Users for 
applications. Depending on a hybrid approach, the ForgeRock application will either be mapped 
to an NM HSD DoIT Azure AD group or it will be requested through the KRIS-C ICAM Access 
Request Portal. 

• Leverage the existing NM HSD DoIT Azure AD system for synchronizing internal users into the 
ICAM solution. 

• Follow HSD security requirements including Centers for Medicare and Medicaid Services (CMS) 
Minimum Acceptable Risk Standards for Exchanges (MARS-E) V2.2 and Internal Revenue Service 
(IRS) Pub 1075 standards. 

• Be updated with the latest security patches to help ensure compliance with the Flaw 
Remediation - System and Information Integrity (SI) Federal Security requirements. 

• Follow Federal Information Processing Standards (FIPS) Publication 140-2 encryption standards. 

• Use certification authority (CA) issued secure sockets layer (SSL)/transport layer security (TLS) 
certificates to encrypt the communications or data for external integration communication. 

• Secure the web services at the transport layer with TLS 1.2 encryption. 

• Encrypt passwords using FIPS 140-2 validated encryption mechanism. 

• Be configured to disable unused functionalities. 

• Be configured to integrate with the Splunk/security information and event management (SIEM) 
solution to monitor and protect the system for any security threats. 

While drafting the requirements and the deliverable, the CMS MARS-E V2.2 and IRS Pub 1075 security 
requirements were taken into consideration to make the solution conform to the standards. HSD has 
documented these security requirements as Common Source Requirements in JAMA. The ICAM 
requirements are vetted with the common source requirements and mapped in a parent-child 
relationship to align the ICAM requirements that meet the need of common source requirements. 
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6.0 Roles and Responsibilities 
The following table lists the roles and responsibilities specific to the creation and review of this 
deliverable. 

Table 2 - Roles and Responsibilities 

Role  Responsibilities 

SI Deliverable Team  • Conduct deliverable kickoff  

• Develop Deliverable Expectations Document (DED) and obtain 
approval following the established review process  

• Perform the scope of work defined in the contract for the 
deliverable  

• Develop deliverable and coordinate with HSD throughout the 
established review process to address reviewer feedback 

Deliverable Review Team  • Participate in knowledge transfer (KT) sessions and provide 
documentation and related information to the SI Deliverable 
Team  

• Participate in deliverable kickoff and draft assessment 
walkthroughs  

• Review the deliverable in alignment with the Request for Quote 
(RFQ), proposal, and contract  

Enterprise Project Management 
Office (EPMO)  

• Review the deliverable against the "Deliverable Standards 
Acceptance Criteria" checklist and provide comments, as 
applicable  

Independent Verification and 
Validation (IV&V)  

• Review the deliverable in alignment with the RFQ, proposal, and 
contract  

HSD Contract Manager  • Provide notification to the SI Deliverable Team of rejection or 
approval of the deliverable  

• Coordinate the completion of the Deliverable Approval Signature 
Form   

HSD Project Manager (PM)  • Coordinate Subject Matter Expert (SME) reviews of the deliverable  

• Coordinate the submission and tracking of comments provided by 
reviewers on the deliverable  

• Communicate status of the deliverable to the HSD Contract 
Manager, SI Deliverable Team, Deliverable Review Team, EPMO, 
and IV&V  

 

7.0 Risk Mitigation Methods 
To help mitigate risks throughout the review and deliverable development process, the Spruce-KPMG 
Team maintained consistent and open communication with the HSD PM and other HSD key resources. 
Any issues with access to documentation or system components were immediately escalated to keep 
the deliverable on schedule for completion. The Spruce-KPMG Team also held meetings to track the 
progress of completing work on the deliverable and identify any challenges or dependencies. 
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8.0 Assumptions/Constraints/Risks 
This section documents any assumptions made, constraints that affected the development of the 
deliverable, or risks associated with the design of the solution in the deliverable. 

8.1 Assumptions 

• There is one Production New Mexico HSD DoIT Azure Active Directory (NM HSD DoIT AD) 
instance available for NM HSD. The NM HSD DoIT Azure AD in Production will be leveraged for 
development and testing purposes where NM HSD will allow enough disposable NM HSD DoIT 
Azure AD accounts and groups to be created for each lower environment for the development 
and testing teams to leverage. 

• All relevant documentation for the completion of the deliverable was made available to the SI 
Deliverable Team.  

• Assumptions made within documents pertaining to Section 9.0 through 13.0 are applicable 
throughout this deliverable.  

• There are certain users that exist only in NM HSD DoIT Azure AD who access the externally 
hosted applications. These users will not be onboarded into the ICAM system using an 
automated process. Per HSD, there may be users who have multiple identities within the ICAM 
system: one internal identity and one or more external identities. 

• Only NM HSD DoIT Azure AD based users who need access to MMISR applications will be 
onboarded into ICAM using the NM HSD DoIT Azure AD connector. These users will need an 
account in NM HSD DoIT Azure AD to be authenticated as an internal user to ICAM. 

• Internal Users are also referred to as Organizational Users throughout this document. 

8.2 Constraints 

• NM HSD business resources are aware of the “to be” use/approach of ICAM solution. The 
documented approach in this SaaS Shared Services Designs Task 1.0 - Functional Requirements 
and Configuration Plan of ICAM might change in future phases. 

• The requirements and SaaS Shared Services Designs Task 1.0 - Functional Requirements and 
Configuration Plan of ICAM are drafted based on assumptions and provide capabilities that can 
be aligned to business processes. The Spruce-KPMG team tried to provide as much information 
as possible for each element in the design based on the conversations with NM HSD team. The 
document may be further refined, and additional details may be added, as the MMISR modules 
and integration partner applications are onboarded. 

• The feasibility of any desired functionality specific to the NM HSD requirements are subject to 
the capabilities provided by the ICAM solution products being leveraged that are chosen by NM 
HSD for this initiative. 

• The performance metrics, including number of concurrent user sessions for user authentication 
and authorization, are currently unknown to baseline the performance needs for the ICAM 
system. The sizing for the environments has been done based on the accounted user population 
but not the actual usage as it is currently not determined.  

• The number of ICAM environments being considered are less than the number of application 
environments planned, which may not provide a 1:1 separation capability and some processes 



Deliverable - SI12A - SaaS Shared Services Designs - ASV and ICAM - Task 1.0 - Functional Requirements 
and Configuration Plan for MMISR Use of ICAM 

10 

Proprietary and Confidential. For State of New Mexico Use Only - Not for Reproduction or Distribution. 

 

may be consolidated. Additionally, sizing of ICAM in non-Production environments needs to 
consider the number of application environments being mapped. 

8.3 Risks 

This section documents any risks associated with the SaaS Shared Services Designs Task 1.0 - Functional 
Requirements and Configuration Plan of ICAM and is based on the conversations held during the 
requirements and design sessions: 

• Not all MMISR Modules and associated applications are known and the potential for addition or 
modification to the existing design approach is possible.  

• The implementation, management, and maintenance of the ICAM solution depends upon the 
key success factor of the delivery of the product vendor provided feature sets, upgrades / 
patches, bug fixes to make the system functional and secure against security vulnerabilities, and 
the timely support provided. 

 

9.0 Functional Design 
The NM HSD is enhancing their enterprise applications to consolidate and integrate their users into a 
centralized service offering for MMISR Modules and Integration Partners to leverage the security 
functions provided by the SI ICAM system.  
 
The ICAM module, which is a component of the KRIS-C solution, constitutes the user identity governance 
and access management life cycle services. The services are provided in the form of: 
 

• Access Management capabilities, which include authentication and coarse-grained authorization 
and session management for MMISR module applications.  

• Identity Management functionalities, such as user access requests and user and access 
provisioning to the MMISR module applications.  

• Administrative interface web applications for managing the MMISR users, roles, and role-based 
access as part of delegated user administration. 

• Administration interface for managing the ICAM system configurations. 
 
The MMISR Modules and Integration Partner applications being onboarded can leverage the security 
functions provided by the ICAM services for consolidating user identities. They can also leverage 
centralized authentication functions to reduce the need for multiple passwords for each application, and 
provide centralized authorization, where applicable, to control user access to applications to enforce 
Identity Authentication (IA) and Identity Audit (AU) security controls. 
 
The identity life cycle services from ICAM provide a centralized directory for the users in which the 
existing DoIT Azure AD is leveraged for NM HSD Organizational Users to provide access to MMISR 
applications. There are existing identity life cycle processes that are already in place for handling the use 
cases around the Organizational Users and the provisioning to NM HSD DoIT Azure AD. ICAM will utilize 
NM HSD DoIT Azure AD as the authoritative source for user identities and import HSD Organizational 
Users into the ICAM user repository.  
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The authentication/authorization life cycle services from ICAM will be leveraging the SIP application for 
the Organizational Users such that the solution handles the use cases around authentication, and 
coarse-grained authorization. ICAM will support federated integration patterns, such as Security 
Assertion Markup Language (SAML) or Open Identity Connect (OIDC) for integrating the MMISR Modules 
and Integration Partner applications. 
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9.1 Identity and Security Model 

ICAM is a framework of business processes, policies, and technologies that facilitates the management of identities in an organization in the 
form of employees, contractors, vendors, and other state agency users. Further details for the definition of the user types along with additional 
security model details are contained in Table 3 below.  

Table 3 - Identity and Security Model 

Identity Type  Sub-Category Definition Application Access Delegated Administration Authentication and 
Authorization 

Organizational 
Users 

• Employees 

• Contractors 

• Business Process 
Outsourcing 
(BPO)/Module 
Vendors 

• Other State 
Agency users 

These 
categories of 
users are 
considered 
Organizational 
Users and will 
be accessing the 
applications 
primarily from 
the NM HSD 
office locations 
or via HSD 
Virtual Private 
Network (VPN).  
 
These users will 
have an NM 
HSD DoIT Azure 
AD account. 

The users may 
access both 
internally hosted 
and externally 
hosted applications. 
 
To access the 
internally hosted 
applications, these 
users must be on the 
NM HSD network 
/HSD VPN.  
 
For externally 
hosted applications, 
these users may 
access the 
application from the 
internet. 

The users are managed by the NM 
HSD DoIT Azure AD team and the 
process would be business as usual 
(BAU) with no change in existing 
processes except for the check in 
ICAM before synchronizing an 
internal user to make sure the 
UserID (userPrincipalName) is 
available. 

The users will be authenticated 
against NM HSD DoIT Azure AD 
and authorized (via coarse-
grained authorization) using 
ICAM system for internally 
hosted applications. 
 
For externally hosted 
applications, ICAM will provide 
authentication functionality 
primarily using NM HSD DoIT 
Azure AD and can pass any 
information to the application 
for authorization, if supported. 
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9.1.1 User Identity Attributes 

Following are the identity attributes that are defined in ICAM that will be accessible for applications: 

 
Table 4 - User Identity Attributes 

S.No  Attribute Name Definition Representation Availability 

1 User Login This attribute is used to 
store the unique name 
that is used by the user 
to login to the 
applications.  
 
This is a unique ID 
attribute in the ICAM 
system. 

This information is 
stored in uppercase 
to avoid case 
sensitivity issues for 
finding user 
uniqueness. 

Available for Identity 
Management and 
Access Management 
functions. 

2 Email Address This attribute is used to 
store the user’s email 
address to send 
notifications to users.  
 
This is a unique 
attribute in the ICAM 
system. 

This information is 
stored in the format 
provided by the user 
or system. 

Available for Identity 
Management and 
Access Management 
functions. 

4 First Name This attribute is used to 
store the user’s first 
name. 

This information is 
stored in the format 
provided by the user 
or system. 

Available for Identity 
Management and 
Access Management 
functions. 

5 Middle Name This attribute is used to 
store the user’s middle 
name and is optional. 

This information is 
stored in the format 
provided by the user 
or system. 

Available for Identity 
Management and 
Access Management 
functions. 

6 Last Name This attribute is used to 
store the user’s last 
name. 

This information is 
stored in the format 
provided by the user 
or system. 

Available for Identity 
Management and 
Access Management 
functions. 

7 Organization This attribute is used to 
group the users by 
organization. 

This attribute is 
automatically added 
to the user based on 
the source. 

Available for Identity 
Management 
functions only. 

8 User Type This attribute is used to 
identify the type of 
user. 

This attribute is 
stored in the format 
provided by the user 
or system. 

Available for Identity 
Management 
functions only. 
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S.No  Attribute Name Definition Representation Availability 
9 Status This attribute is used to 

identify the status 
(active/disabled) of the 
user. 

This attribute is 
stored in the format 
of binary 1 or 0. 

Available for Identity 
Management 
functions only and is 
leveraged to disable 
the user for Access 
Management 
Functions. 

Note: The above attributes are a shortened list of the attributes that will be leveraged. There are 
additional attributes also available out of the box from the chosen product that can be used for storing 
user information or for internal product purposes. 
 

9.2 Use Cases 

9.2.1 Identity Management Life Cycle 

9.2.2 Access Management 

9.3 Requirements to Use Case Mapping 

The Requirements to Use Case Mapping is captured in an excel sheet and referred in the Appendix C: 
Referenced Documents section. 

10.0 Logical Design  

10.1 Logical Components 

10.1.1  Identity Management  

The ICAM Solution is an Identity Governance and Administration tool that allows enterprises to manage 
the identities and access privileges of Organizational Users on a single platform. Following are some of 
the high-level capabilities provided by the ICAM solution: 

• Self-Service: Allows users to manage their own identities for requesting access to enterprise 
applications to perform their day-to-day job functions. 

• Delegated Administration: Allows users to manage the identities and access of other users such 
as roles and accounts. 

• Synchronization: Synchronizes identities from authoritative sources to process Identity lifecycle 
events, such as hire, transfer, manager change, separation from the organization, etc. 
Appropriate action including revoking access can then be taken.  

• Provisioning and De-Provisioning: Automates the process of creating, updating, and deleting 
users and their accounts, and granting/revoking of roles across applications hosted in the cloud 
either using connectors to provision and de-provision with connected applications or using 
manual provisioning and de-provisioning in applications that do not support a connector (which 
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are known as disconnected applications). Provisioning and De-Provisioning is achieved in three 
different ways: 

 

1. Automated Provisioning: Access to applications is granted by using roles and accounts 
that automatically use policies based on rules for birthright access. This helps to ensure 
that users are on-boarded, off-boarded, and that access is granted/revoked in a timely 
and automated manner. 

2. Request based Provisioning: Allows users to request access to roles and accounts, 
which can go through an approval process for proper enforcement of business 
processes using workflows and approvals prior to the necessary access being granted. 

3. Administrative/Direct Provisioning: Allows Administrators to provision roles and 
accounts to users on an ad hoc basis based on business need 

 

Access Compliance: Allows enterprises to meet their audit and compliance objectives by 
allowing users to gain access through authorization that is auditable and by reviewing the 
access granted to users on a periodic basis  

 

Audit: Provides comprehensive auditing capabilities that allow auditors and security 
teams to keep track of who initiated what change, on whom, when, and in what context 
thereby allowing enterprises to audit their business workflows and processes. The audit 
information is available in a manner that can be reported on using standard reporting 
tools. 

10.1.2  Access Management 

ForgeRock is an enterprise level security solution that provides a full range of web-perimeter security 
functions and web SSO service including identity context, authentication and authorization, policy 
administration, auditing, and logging functions by managing sessions and identity context and providing 
restricted access to confidential information. 

Following are some of the high-level capabilities provided by the ICAM solution: 

• SSO, Authentication, and Authorization allows users to access multiple applications after 
authentication, eliminating the need for multiple sign-on and sign off requests.  

• Identity Federation provides cross-domain SSO support using open federation protocol 
standards such as SAML. This service can act as an Identity Provider (IdP) hosting user identity 
for authentication as well as a Service Provider (SP) protecting applications that require the 
cross-domain SSO functionality. 

• Identity Context: Allows organizations to provide context-aware security policy management 
that enables administrators to control the level of security imposed in an application. 
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11.0 Integration Design – NM HSD DoIT Azure AD Integration 

11.1   ICAM Components 

11.1.1  ICAM External Platform Components 

11.1.1.1 Enterprise Service Bus (ESB) 

Enterprise Service Bus (ESB) is being built as part of the SI platform. ESB is being implemented in all four 
defined environments of the SI platform. Enterprise Service Bus (ESB) will be leveraged for providing a 
NM HSD-specific version of API services of Enterprise Identity Management Service (EIDMS). 

11.1.1.2 NM HSD Mail Server 

NM HSD Mail Server is a pre-existing system. The system exists in production only and there are no 
other environments available for integration. Depending on the HSD’s preference, either NM DoIT Mail 
server or KRIS-C mail server will be leveraged for sending email notifications to users from the ICAM 
solution. The mail server will be used for notifying users on the below scenarios: 

• Request access 

• Provisioning of access 

• Initiation/completion of requests raised by users 

11.1.1.3 NM HSD DoIT Azure Active Directory  

NM HSD DoIT Azure Active Directory (DoIT Azure AD) is a pre-existing system. The system exists in 
production only and there are no other environments available for integration. NM HSD DoIT Azure 
Active Directory (DoIT Azure AD) will be leveraged as the authoritative source for organizational users 
when accessing an ICAM integrated application by leveraging the existing user attributes or group 
memberships based on feasibility for the integrated application. The organizational user’s information 
stored in NM HSD DoIT Azure AD will be synchronized to the ICAM platform to provide a single view of 
all the organizational users, which will be leveraged by ForgeRock for performing authentication and 
authorization functions.  

11.2  Platform Components  

Following is the list of the cloud platform components that will be leveraged for the ICAM Solution. 

 
Table 5 - Platform Components 

S.No Platform Component 

1 AWS  ForgeRock Access Management (AM) 

2 AWS ForgeRock Identity Management (IDM) 

3 AWS ForgeRock Directory Services (DS) 

5 Azure NM HSD DoIT Azure Active Directory  
6 Azure  Microsoft Graph API 
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11.3  Environments 

The ICAM system will be deployed in the NM KRIS AWS cloud. The following are some of the guidelines 
followed in creating the specifications for each environment: 

• The cloud environments are defined based on the initial capacity planning and sizing done 
across the SI platform, which was enhanced based on the infrastructure needs for the ICAM 
solution.  

• The Disaster Recovery (DR) environment for the ICAM platform will align with the DR plan for 
the SI platform once it is finalized. 

11.4  Directory Services 

The NM HSD DoIT Azure Active Directory Services acts as a centralized repository for the consolidation 
of Organizational Users and their profiles, preferences, and access information for authentication and 
authorization.  

ForgeRock will be leveraged as the directory service hosting the Organizational Users for the ICAM 
solution for the SI platform. ForgeRock will synchronize the user’s information that contains user’s 
profiles and access information. 

Following are some of the guiding principles with which the NM HSD DoIT Azure Active Directory Service 
solution shall be defined: 

• NM HSD DoIT Azure Active Directory will be integrated with the ICAM solution to provide the 
integrated ICAM solution capability for Organizational Users. 

• An instance of NM HSD DoIT Azure Active Directory service will be defined for hosting the 
organizational users. 

• ForgeRock will have a connector defined that will synchronize the user’s identity and access 
information from NM HSD DoIT Azure Active Directory. 

• ForgeRock will host all the organizational users identity and access information and acts as a 
user store for the MMISR modules and integrated partner applications that will be integrated 
with the SI platform. 

• The organizational user’s credentials will be set using a random password so they are not 
known. The organizational user’s credentials already exist in DoIT Azure AD, which will be 
leveraged for authentication using ForgeRock. 

• The organizational user access information that is defined using roles in ICAM will be 
synchronized from NM HSD DoIT Azure Active Directory as groups/attributes. NM HSD DoIT 
Azure AD group membership assignment will be used for constructing coarse grain authorization 
policies.  

11.5  Identity Management 

The Identity Management Services acts a centralized service where all the identity management 
functions such as self-service, delegated administration, provisioning/de-provisioning, access request 
fulfillment, user/role management functions can be performed. ICAM will be providing the Identity 
Management services functions by providing the below services: 
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• User Self-Service, User/Role/Application Administration functions 

• A Microsoft Graph API connector will be utilized to synchronize user identities from NM HSD 
DoIT Azure AD source 

• Connectors to Integrated Applications for Provisioning and De-Provisioning of Accounts and 
Roles 

• Manual Provisioning for Integrated Applications where connectors cannot be used 

• Periodic management and maintenance operations  

• User Login and Email Address will be unique for all users in the system 

11.5.1  Authoritative Source Integration 

The organizational users will be onboarded from NM HSD DoIT Azure Active Directory into ICAM using a 
single Microsoft Graph API connector to provide a centralized platform for Identity Management where 
users can do self-service for user profile and access, delegated administration, provisioning, and de-
provisioning of access to applications. The ICAM system will provide the capability to synchronize and 
onboard the workforce user information from DoIT Azure Active Directory into the ICAM system, while 
excluding the non-workforce users from being onboarded in ICAM system. 

11.5.2  Identity Source Integration 

NM HSD DoIT Azure Active Directory service will be leveraged as the Identity Source to be integrated 
with ForgeRock for synchronizing the users’ information. All user life cycle changes such as onboarding, 
offboarding, and user access will be synchronized to ForgeRock. 

Following are the guiding principles with which the NM HSD DoIT Azure Active directory service will be 
integrated as the Identity Source for ForgeRock: 

• All the users in the NM HSD DoIT Azure Active Directory will be synchronized to ForgeRock 
unless explicitly excluded. 

• The base user attributes in the NM HSD DoIT Azure Active Directory will be synchronized to 
ForgeRock. 

• There will be one organization unit defined in the NM HSD DoIT Azure Active Directory that 
contains the Organizational Users to be synchronized. 

11.5.3  Applications Integration 

When onboarding the MMISR modules and integrated partner applications, the ICAM solution supports 
integrating with applications, and will be leveraged for provisioning and de-provisioning the access for 
users to the applications.  

11.5.3.1 Connected Applications 

Connected Applications are applications that either use a centralized user repository such as the NM 
HSD DoIT Azure AD or the ICAM System. Currently, NM HSD performs the provisioning and de-
provisioning of access to users in DoIT Azure AD and other systems by leveraging a manual approach 
using a System Access Request (SAR) form. Any applications that are integrated with the NM HSD DoIT 
Azure AD may leverage the existing process for now. 
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If there is an API available, any new MMISR modules and integrated partner applications being 
onboarded can leverage the capabilities provided by the ICAM solution to onboard their applications for 
automated provisioning and de-provisioning of access in ForgeRock and the corresponding application. 

The ICAM solution currently supports out of the box connectors (OOTB) to major applications. In a case 
in which an out of the box connector is not available for the application being onboarded, the 
application API could be leveraged to develop a connector using ForgeRock. 

11.5.3.2 Disconnected Applications 

Disconnected Applications are applications that do not use a centralized user directory and do not 
provide an API to automatically onboard users and their access in the application. In such cases, a 
Disconnected Application can be defined within the ICAM solution to support manual provisioning and 
de-provisioning of user access to provide centralized governance for all access provisioning and de-
provisioning in the applications to reduce risk and enforce compliance. 

Application administrators that will receive provisioning tasks whenever a user is granted or revoked 
access to an integrated application will be defined in the ICAM solution. The application administrators 
will complete the action in the corresponding application and acknowledge in the ICAM solution that the 
action has been completed successfully. 

11.5.4  Role Management 

11.5.4.1 Roles 

Roles provide an easier way to assign access levels to users and manage them on an ongoing basis to 
enforce coarse-grained authorization in the ICAM System. Roles simplify access request and approval 
processes by tying access to business functions within the organization. Roles can be defined in 
business-friendly terms that allow users and reviewers to understand which type of access they are 
requesting, approving, and auditing. It also allows them to make fewer, more meaningful access-related 
decisions. In addition to a streamlined user experience, coarse-grained authorization can reduce access 
risk and increase business efficiency. The ICAM Solution provides several types of roles based on the 
desired configuration and behavior: 

• Roles: Roles can be hierarchical and can combine one or more child roles that can define the 
role. Different types of roles such as Business Roles, IT Roles, or Enterprise Roles can be defined 
in the ICAM solution. Each role will be defined in ICAM by providing the minimum information 
necessary such as Role Name, Role Display Name, Role Owner, Role Category’ and Role 
Description. 

• Admin Roles: Admin Roles are internal to the ICAM solution and used to enforce access control 
of users’ actions. The ICAM system will provide the capability for ICAM administrators to enforce 
role-based access in the system and to access privileged functions such as User Management, 
Role/Entitlement Management, Schedule Job Management, Session Management, Application 
Management, and Audit Log Management.  

To assist the applications that require the roles to be onboarded into the ICAM system, a Role 
Onboarding Template has been created for the application teams to use as a guideline to enter the 
information of the roles to be onboarded into the ICAM system. The link to the sheet is referred in the 
Appendix C: Referenced Documents section 14.3. 
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11.5.5 Request Approval Workflows 

Users can be granted access to applications using a role/entitlement and/or application within the ICAM 
solution. To provide a review process before access is granted for a user, a workflow can be triggered 
within the ICAM solution that requires appropriate approvals from an authorized approver before the 
access is granted. The ICAM solution supports single or multi-level approval workflows, which can be 
serial or parallel in occurrence.  

11.6  Access Management 

Access Management Services act as a centralized service for all Access Management functions such as 
authentication and authorization for federated applications, adaptive authentication services, Open 
Authorization (OAuth), and Open Identity Connect (OIDC) services for integrated applications. ForgeRock 
will be providing the Access Management services functions by providing the following services: 

• User Identification, User Authentication, and User Authorization. 

• Identity Federation services using SAML as an Identity Provider (IdP)  

• OAuth and OIDC services for integrated partner applications. 

• Adaptive Authentication services using Multi-Factor Authentication (MFA) during User 
Authentication 

• REST API services for Enterprise Access Management Services (EAMS) using ESB for UPI or 
MMISR module and integrated partner applications 

• Organizational Users will be authenticated via NM HSD DoIT Azure Active Directory as a trusted 
Identity Provider (IdP) 

11.6.1  Access Management Integration Patterns (Federation based) 

 
In this Integration pattern, the ICAM Solution is integrated with applications in a federation model in 
which the application is hosted internally or externally and delegates only the authentication to the 
ICAM Solution using one of the supported federation protocols such as SAML.  
 
ICAM determines the type of authentication to be done based on the service provider application and if 
the user is an Organizational User. Organizational Users are authenticated using the NM HSD DoIT Azure 
Active Directory as Identity Provider where ICAM will be acting as a Service Provider on behalf of the 
Service Provider Application from where the request originated. userPrincipalName will be used as the 
Name ID attribute in NM HSD DoIT Azure Active Directory to be mapped to User Identity (UID) in the 
ICAM user store for organizational users.  
 
Once users are successfully authenticated by ICAM as the Identity Provider, the session parameters such 
as User ID for user identification and, optionally, User Groups information for user authorization are 
passed to the service provider application in the form of token or assertion for further evaluation within 
the application. 
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12.0 KRIS-C Open Application Programming Interface (API) 
Integration Specifications 

This section provides the high-level functional and technical overview of the OOTB APIs provided by the 
KRIS-C solution and details for use and integration with the KRIS-C API. 

12.1 Technical Overview 

The Spruce-KPMG Team will rely upon OpenAPI Specification (OAS) version 3.0.3 to define the 
synchronous RESTful API interfaces. These specifications allow the discovery and understanding of the 
capabilities of the services to consumers. An OpenAPI document will be created according to the OAS in 
the YAML format, and this document will allow consumers to view the RESTful service, generate 
supporting client code, implement the service client code, test, and other functions. The Spruce-KPMG 
team will use the similar, standard based process to create the API. 

The ICAM APIs are defined by OAS version 3.0.3 which is linked in Appendix C: Referenced Documents.  

13.0 Appendices 

13.1  Appendix A: Deliverable Record of Changes 

The deliverable will include a record of changes in the following form: 

 
Table 6 - Deliverable Record of Changes 

Version Number Date Author/Owner Description of Change 

0.1 7/20/2022 Spruce-KPMG 
Team 

The initial draft for internal review 

1.0 7/22/2022 Spruce-KPMG 
Team 

Initial draft submitted to NM 
Deliverable Review Team 

2.0 8/12/2022 Spruce-KPMG 
Team 

Final draft submitted to NM 
Deliverable Review Team 

 

13.2  Appendix B: List of Acronyms 

A list of project-specific acronyms is maintained on the MMISR SharePoint site. 

 
Table 7 - List of Acronyms 

Acronym Definition 

AD Active Directory 
AAD Azure Active Directory 

API Application Programming Interface 

AWS Amazon Web Service 

AU Identity Audit 
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Acronym Definition 
BAU Business As Usual 

BPO Business Process Outsourcing 

CMS Centers for Medicare & Medicaid Services 

CSV Comma Separated Values 
DED Deliverable Expectations Document 

DoIT Department of Information Technology 

DR Disaster Recovery 
EAMS Enterprise Access Management Service (EAMS) 

EIDMS Enterprise Identity Management Service  

EPMO Enterprise Project Management Office 

ESB Enterprise Service Bus  
HSD Human Services Department 

IA Identity Authentication 

IRS Internal Revenue Service 

IV&V Independent Verification & Validation 

ICAM Identity, Credentials, and Access Management  

IdP Identity Provider 

KT Knowledge Transfer 
MARS-E Minimum Acceptable Risk Standards for Exchanges 

MFA Multi Factor Authentication 

MMISR Medicaid Management Information System Replacement 
NM New Mexico 

OAuth Open Authorization 

OIDC Open Identity Connect 
OOTB Out-Of-The-Box 

OIDC Open Identity Connect 

PM Project Manager 

REST Representational State Transfer 
RFQ Request For Quote 

SAML Security Assertion Markup Language 

SAR System Access Request 

SI System Integrator 

SIEM Security Information and Event Management 

SME Subject Matter Expert 

SOW Statement of Work 
SP Service Provider 

SSO Single Sign On 

URL Uniform Resource Locator 
VPN Virtual Private Network 

UID User ID 
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13.3  Appendix C: Referenced Documents 

Upon contract award, the selected vendor will be provided access to additional information, as needed. 

13.4 Appendix D: Deliverable Approval Form 

Upon approval of the SI12A - SaaS Shared Services Designs – ASV and ICAM - Task 1.0 - Functional 
Requirements and Configuration Plan for MMISR Use of ICAM deliverable, the Deliverable Approval 
Signature Form must be filled out, where appropriate, printed, and routed for signature. Once all 
signatures are provided, the Deliverable Approval Signature Form must be uploaded to SharePoint in its’ 
respective deliverable folder. 
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